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Abstract. Programmable logic devices (PLDs) are now common components of critical systems, and are increasingly used for safety-related
or safety-critical functionality. Since 1999 avionics- and defence-related
safety standards have advised and prescribed various approaches for PLD
programming in safety-related systems. There are many differences between current and recommended practice, and safety engineers differ on
how to apply the existing standards.
This paper describes past and current practice in programming PLDs in
critical systems. It summarises the relevant safety and security standards
and anticipates forthcoming changes to UK standards. It describes the
work that the authors and others have done in the field of specifying, designing and proving correct PLD programs and maps out avenues of work
that the authors believe necessary for PLD programming technology to
keep pace with PLD functionality.

1

Introduction

Programmable Logic Devices (PLDs) are increasingly important components
of safety-critical systems. By placing simple processing tasks within auxiliary
hardware, the software load on a conventional CPU can be reduced, leading to
improved system performance. They are also used to implement safety-specific
functions that must be outside the direct address space of the main CPU. Technological improvements mean that PLD development has become more like software development in terms of program size, complexity, and the need to clarify
a program’s purpose and structure.
Standards for safety-related electronic hardware design and development
have, since 1999, explicitly targeted FPGAs and CPLDs. The practices which
they recommend vary in rigour and in practicality. These standards are hindered by the immature state of PLD program design, development and analysis
techniques and tools relative to those available to safety-related software developers. There are now signs that the move towards high-level programming of
PLDs, coupled with the adoption of existing specification notations and proof
techniques, may enable more formal and rigorous PLD program development.

Recent work by safety engineers and safety authorities based in the United
Kingdom has started to produce guidance for avionics systems project teams on
how to use PLDs in safety-critical functions and make justified evidence-based
arguments about their fitness for purpose.
In this paper we examine past and current practice in programming PLDs in
critical systems, comparing and contrasting with current safety-critical software
practice. We describe and analyse the main safety and security standards relevant
to PLD program development. Based on this information we describe the results
of our research to date along with other relevant research. Finally we identify
the deficiencies in current theory and practice and suggest ways in which they
could be overcome.
Section 2 describes the content of the main standards relevant to PLD program development. Section 3 describes current industrial practice including case
studies of PLD use. Section 4 summarises recent research relevant to safe or
provably correct PLD program development. Finally, Section 5 summarises the
paper and indicates routes for future work.

2

Current safety standards

The main safety standards relevant to PLD programming are:
– RTCA DO-254[31] which is an international civil aviation standard;
– UK Interim Defence Standard 00-54[28] which is a UK standard for defencerelated systems; and
– IEC 61508[18] which is a European standard intended to apply to a wide
range of systems.
There are also international security-related standards such as the Common
Criteria[7].
In this section we analyse the content of each of these standards, then compare and contrast them to identify the safety requirements that future PLD
software development will have to satisfy.

2.1

RTCA DO-254 / EUROCAE ED-80

The airborne electronic hardware development guidance document RTCA DO254 / EUROCAE ED-80[31] is the counterpart to the well-established civil avionics software standard RTCA DO-178B / EUROCAE ED-12B[30]. It provides
a guide to the development of programs and hardware designs for electronic
hardware in avionics. It covers PLDs as well as Application-Specific Integrated
Circuits (ASICs), Line Replaceable Units (LRUs) and other electronic hardware. As well as being applied to systems aimed for Federal Aviation Authority
acceptance, it may be used as a quality-related standard in non-FAA projects.

Overview DO-254 specifies the life cycle for PLD program development and
provides guidance on how each step of the development should be done. It is not
a prescriptive standard, providing instead recommendations on suitable general
practice and allowing methods other than those described to be used. The emphasis is on choosing a pragmatic development process which nevertheless admits
a clear argument to the certification authority (CA) that the developed system
is of the required integrity.
DO-254 recommends a simple documentation structure with a set of planning
documents that establish the design requirements, safety considerations, planned
design and the verification that is to occur. This would typically be presented to
the CA early in the project in order to agree that the process is suitable. This
plan will depend heavily on the assessed integrity level of the component which
may range from Level D (low criticality) to Level A (most critical). Note that
the DO-254 recommendations differ very little for Levels A and B.
High-integrity requirements Appendix B of DO-254 specifies the verification recommended for Level A and Level B components in addition to that
done for Levels C and D. This is based on a Functional Failure Path Analysis
(FFPA) which decomposes the identified hazards related to the component into
safety-related requirements for the design elements of the hardware program.
The additional verification which DO-254 suggests may include some or all of:
architectural mitigation: changing the design to prevent, detect or correct
hazardous conditions;
product service experience: arguing reliability based on the operational history of the component;
elemental analysis: applying detailed testing and / or manual analysis of
safety-related design elements and their interconnections;
safety-specific analysis: relating the results of the FFPA to safety conditions
on individual design elements and verifying that these conditions are not
violated; and
formal methods: the application of rigorous notations and techniques to specify or analyse some or all of the design.
If tools are used for compilation or verification of the PLD software then DO254 requires a certain amount of tool qualification. This may incorporate separate
analysis of the tool software, appeals to in-service history of the tool, or direct
inspection of the tool output. At higher integrity levels, in-service history alone
is likely to be insufficient.
2.2

UK Interim Defence Standard 00-54

Within the United Kingdom, Interim Defence Standard 00-54[28] specifies safetyrelated hardware development in a similar way to DO-254. The main difference
is that 00-54 is far more prescriptive than DO-254, and assumes that the development takes place within a safety management process as described in Defence
Standard 00-56[27].

Overview We have analysed the requirements of Defence Standard 00-54 and
its implications for PLD program design in [14]. For the purposes of this paper
it suffices to observe that 00-54 makes strict demands on the rigour and demonstrable correctness of PLD programs, and that these are significantly stricter
than those in DO-254. The requirements of 00-54 map closely to those of UK
Defence Standard 00-55[26] which specifies safety techniques for use in conventional software development for safety-critical systems.
High-integrity requirements Formal specification and analysis of PLD programs are mandated at all safety integrity levels. This poses a practical problem
for developers since there are no known tool-supported specification or proof
notations which are generally applicable to PLD programming. Each project
is likely to require a from-scratch selection of and capability development in a
notation and analysis techniques, which is risky and potentially expensive.
Note that 00-56 is being updated at the moment. The draft release of the new
version for public comment[25] indicates that the requirements of 00-54 will be
folded into 00-56 as an extra volume of the standard, and that 00-56 will move
from its current prescriptive requirements to a design where it prescribes only
the forms of evidence that may be appropriate for designs of a given integrity;
developers will have more freedom to chose their safety engineering approach,
but will still need to formulate a rigorous safety argument based on accumulated
evidence.
2.3

IEC 61508

IEC 61508 “Functional Safety of Electrical / Electronic / Programmable Electronic Safety-Related Systems”[18] is a standard which covers a wide range of
systems and their components. Part 2 in particular gives requirements for the
development and testing of electrical, electronic and programmable devices. Here
the programmable part of the systems is not addressed in detail; there are requirements for aspects of the design to be analysed, but no real requirements for
implementation language or related aspects. It is the experience of the authors
that DO-254 is more directly usable for developers than IEC 61508 Part 2.
2.4

Other standards

PLDs have been shown to be particularly useful in implementing cryptographic
functions, for instance the Advanced Encryption Standard[20]. The Common
Criteria guidance for IT security evaluation[7] does not distinguish between software executing on a microprocessor, ASICs or programs executing on PLDs; they
may all form part of the Target of Evaluation (ToE) and require equally rigid
reasoning with respect to the security requirements identified in the Protection
Profile or Security Target for the ToE. The formal and semi-formal assurance
required for ASIC and software designs at Evaluation Assurance Levels 5 to 7 is
therefore required for PLD programs too.

The German TÜV has produced a draft document [34] on the use of PLDs in
safety-related systems, giving specific guidance on the general modes of failure
of these devices and possible design and text mitigations. This document is
interesting to read as a supplement to DO-254 / Defence Standard 00-56 Issue
3, providing techniques which can generate evidence towards a safety argument.
It recommendations include:
– the use of high-level description languages for complex designs (although it
classes VHDL and Verilog as high-level, whereas modern languages such as
Handel C and Esterel are much more abstract);
– verification of synthesis and layout steps by comparing simulation results;
– design of the layout with consideration of EMC effects (e.g. crosstalk); and
– use of techniques to detect both systematic and random failure.
2.5

Conclusions on standards’ requirements

The available standards vary significantly in what they prescribe for PLDs and
what techniques they suggest are applicable. Defence Standard 00-54 is the most
prescriptive, but as noted above is likely to become less so with its incorporation
in the new release of Defence Standard 00-56.
The common requirements of the standards are:
1.
2.
3.
4.
5.

to operate under an appropriate quality / safety management system;
to plan the development process and the safety argument in advance;
to consider both random and systematic failures;
to qualify tools involved directly in the compilation chain;
to use analytic techniques (“formal methods”) to verify high-integrity programs; and
6. to conduct the verification based on identified system hazards.

3

Current practice

We now examine three cases where PLDs were used in a critical function for a
system.
Gibbons and Ames[8] reported on the use of an FPGA in a space-based tethering experiment where an unanticipated power-up characteristic of the chosen
FPGA caused the effective loss of the satellite incorporating it. This occurred
despite extensive testing, and one reason was that it was not possible to reproduce the transient spike twice within several hours – a classic transient fault. It
is clear from this experience that extensive testing is not sufficient for missionor safety-critical FPGAs; it is equally true that even formal analysis and proof
would be unlikely to detect such a problem.
The first author has experience of constructing a Level A safety argument
against RTCA DO-254 for a subsystem based on multiple PLDs. The approach
used incorporated most of the recommended Appendix B methods as listed in
Section 2.1:

– a functional failure path analysis, relating each design component to identified system hazards;
– use of a system architecture to mitigate the consequences of isolated failure
(provision of a backup operational mode); and
– elemental analysis of each design component against the functional failures
identified, using a combination of full-coverage testing and manual inspection
of VHDL.
There was insufficient product service experience of the VHDL compiler to
qualify the tool according to DO-254 requirements; instead, the synthesisted
output was inspected manually to ensure that the critical design components
were still present and correctly connected. Formal methods were not necessary
because of the size of the design and the simple nature of its specification.
One approach to the use of FPGAs in a hostile environment has been described by Lima et al. [22] The main environmental hazard in their target domain
(space) is corruption of volatile memory via bombardment by high-energy particles. The architecture adopted is a triple-redundant design with fault detection
and periodic “scrubbing” to reset look-up tables to known values. This is a
classic example of mitigating an unavoidable hazard; however, the design and
function greatly complicates the task of arguing system correctness. The user
must balance increased general reliability against demonstrable correctness.
We now examine what recent research and development has contributed towards the problem of producing high-integrity PLD programs.

4

Recent research

Research relevant to safety-critical PLD program design includes:
1. specification and proof of parallel systems, enabling a correct-by-construction
approach to program design;
2. model checking techniques to verify safety properties of an existing PLD
design at a HDL or netlist level; and
3. the design and use of high-level programming languages to enable PLD programming at a more abstract level, possibly in a domain-specific language
or tool.
We describe each of these aspects, including their relation to the earlier mentioned safety and security standards where appropriate.
4.1

Specification and proof techniques

Established parallel specification notations such as CSP[17] and LOTOS[19] are
capable of describing the highly parallel structure of a PLD program, but have
not yet been applied generally as specification notations for actual PLD programs. A contributory factor is likely to be the over-complexity of the notations
compared to the simple synchronous structure of most PLD programs.

Earlier work by Breuer et al [4] on production of a refinement calculus directly targeting VHDL has a solid theoretical base, and (in theory) allows the
production of VHDL designs which are demonstrably correct. This work also
fell foul of over-complexity, and without tool support was impractical to apply
efficiently to PLD program designs.
The authors have used the SRPT synchronous receptive process algebra to
implement a formal specification and refinement systems for synchronous PLD
programs. This work, described in [15], establishes refinement as a practical
technique for at least small PLD designs, and indicates that it may scale well
for certain classes of design. It is targeted directly at the specification and proof
of PLD programs, but currently lacks tool support.
Refinement in parallel systems is an area of active research; the authors
anticipate significant developments in techniques and tool support in this area
in the next few years.
4.2

Model checking

Model checking is the application of graph theory and finite state machines to
decide whether a temporal logic formula is maintained across all possible system
states. It has become practical to apply it to verifying key properties of complex
modern processors, for example the non-floating point operations of the Intel
Pentium IV microprocessor which was verified as described by Schubert[32].
Model-checking is effective at deciding whether a design conforms to certain
safety properties, but is vulnerable to the state explosion problem where designs
of increasing size quickly become impractical to model-check. It is a retrospective
activity, which may be beneficial for checking existing designs but does not easily
allow the design of programs which are demonstrably correct throughout their
development.
Model checking tools such as Solidify[2] are now starting to be used in PLD
program verification, and can provide assurance that the design has suitable
safety properties across all possible states. This is a more powerful argument
for safety than simulation, since it is practically impossible to cover all possible
system states for any designs other than the very simple, but there remains the
question of tool qualification. As noted in Section 2.1, DO-254 requires either
direct verification of the tool or in-service history – inspection of the tool output
does not help qualification in this case. Neither of these are currently available.
Stepney[33] has shown how a subset of CSP compatible with the FDR2
model-checking tool can be transformed into a program in a Handel-C language
subset, thereby allowing a design to be model-checked for correctness before a
compilable version of the design is produced. FDR2 has a long in-service history
and would be easier to qualify for medium levels of integrity.
4.3

High-level imperative programming

Since 1996 there has been a steadily growing interest in compiling imperative
languages into HDLs (and hence into PLDs). The most popular approaches have

been based around C language syntax, presumably for its immediate appeal to
most developers, although this syntax often hides complex parallel programming
issues not present in sequential C.
Handel-C[5] is a modern high-level PLD programming language that owes
much to the occam parallel programming language[23]. It has been used in a
range of industrial applications including military and aerospace, although the
authors do not know of any use of a Handel-C program in a safety-critical function. As noted in Section 4.2 above, a Handel-C subset can be the target of a
compilation from model-checked CSP, and there is a toolset which can perform
the usual verification activities at each development stage. However, the HandelC compiler is complex and as yet is not known to be amenable to qualification.
Gupta et al. [10] have described a synthesis process which transforms pointerfree non-recursive ANSI C to VHDL. Unusually, it places much of the parallel programming activity within the toolset; the programming language cannot
express parallel concepts. Because of this, the approach suffers from the welldocumented deficiencies of the C language with respect to safety and correctness;
see Romanski[29] for elaboration on this. The fundamental question is how the
developer can be sure that his programming intent has been captured and preserved by the compilation chain.
The conventional software programming language Ada 95 has been examined
by the authors[16] and by Audsley and Ward[35] as a design and implementation
language for PLDs. Audsley and Ward have addressed the compilation of legacy
Ada code into a one-hot state machine, aiming to maintain the existing safety
argument for the code by qualifying only the PLD-targeting compiler. This work
is in progress but has demonstrated coverage of many Ada constructs including
Ada’s parallel programming features.
The authors have chosen a complementary approach, taking new programs
written in the SPARK high-integrity annotated Ada 95 subset[3] and transforming identified coherent subsections directly into PLD software while maintaining
overall (and justifiable) program correctness. Ada’s strong numerical typing and
SPARK’s ability to prove programs free from run-time errors combine to simplify
the transformation process. The SPARK toolset has strong in-service qualification evidence, although there is no formally released SPARK-to-HDL compiler
as yet so any qualification argument would have to relate the compiled HDL to
the original SPARK.
4.4

High-level declarative programming

High-level declarative languages are less used in PLD programming, perhaps because the declarative nature of VHDL and Verilog means that the programming
models of high-level declarative languages are less obviously different to what is
already used. Nevertheless, they require consideration.
Esterel is a language designed for programming action systems, and so is not
conventionally imperative but not fully declarative. It has a formal synchronous
semantics so Esterel programs can be meaningfully analysed for correctness and
safety. It was used by Hammarberg and Nadjm-Tehrani [11] to demonstrate

the use of an aircraft hydraulic system component. The Esterel program was
compiled through VHDL, which is a common interim language for compilation
high-level designs. This approach has the problem that verification must justify
the semantic gap between Esterel and VHDL.
Cryptol [21] is an example of a domain-specific language (targeting cryptographic applications) which may be suitable for programming PLDs. It is
more appropriate to security-critical rather than safety-critical systems, but as
noted in Section 2.4 the fundamental requirements on the language and compiler are similar. As a functional programming language it is inherently easier
to analyse than many imperative languages, but there remains the problem of
demonstrating that the compilation chain may not introduce insecurities (e.g.
leak information) or errors.
Ruby[9] was one of the earliest attempts to abstract away from common
HDLs for FPGA programming. It develops designs by composing sub-designs
sequentially, in parallel and via functions. It has been developed more recently
into the Lava language[6], embedded in the Haskell functional programming
language, which allows formal verification of hardware designs. It is not known to
have been used in industrial PLD programming, but the combination of formal
verifiability and small semantic gap between design and PLD implementation
may make it appropriate for some implementations.
Pebble[24] can be viewed as a simplified synchronous (single clock) subset of
VHDL. Its great strength is its simplicity; Pebble has been given a synchronous
semantics by Hilton[13] and so can be meaningfully analysed for high integrity
systems.

5

Discussion and conclusions

As part of an ongoing study into reducing avionics lifecycle costs, QinetiQ Ltd.
have produced reports advising UK military Integrated Project Teams (IPTs)
on the use of PLDs in Advanced Avionics Architectures. The report on PLD
programming[12] recommends that IPTs:
– plan to develop and verify PLD programs in the same way as software programs;
– plan the safety argument from the start, and build up evidence throughout
development;
– use mature tools, amenable to qualification and supported throughout the
project life;
– use programming languages with clearly defined syntax, and ideally a full
semantics;
– investigate the use of formal notations and analysis techniques to increase
verifiability; and
– do not use PLDs just to avoid developing safety-critical software.
In this paper we have identified how existing tools, languages and technologies
measure up against existing safety standards, providing specific advice to project

teams considering the above recommendations. We now consider how they might
be combined to increase the demonstrable integrity level of PLD programs.
5.1

Future work

There is a clear need for some level of formal verification of PLD designs. Simulation alone is inadequate. Existing tools are not yet amenable to qualification.
Formal notations and proof systems do not have appropriate tool support. There
needs to be a combination of developments including:
1.
2.
3.
4.

industrial use of design languages with formal definitions;
development of qualifiable compilers for these languages;
more widespread use of model checking in industrial designs;
qualification of verification tools via a combination of in-service evidence and
analysis of the tool design; and
5. investigation of refinement and proof techniques with a view to supporting
complex PLD designs at the highest levels of integrity.
5.2

Summary

RTCA DO-254 is a recent standard, and developers are now just starting to
apply it in practice. The authors’ experience with it to date is that it admits
justification of PLD program safety at Level A with the exact approach defined by the developer. The range of verification methods proposed for Level
A and Level B PLD programs allows a comprehensive multi-facetted argument
for program safety. The emerging issue 3 of UK Defence Standard 00-56 and
the Common Criteria documents are consistent with this requirement of formal
reasoning at the higher integrity levels.
In this paper we have described the current state of the art in the practice
and theory of producing high-integrity PLD applications conforming to these
standards. We have identified the key deficiencies in tools and languages and
proposed ways in which they may be fixed. We have examined appropriate areas of research and described how they could be developed to be usable in real
system developments. All of the components needed for high-integrity PLD programming exist; future work must focus on combining them effectively.
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