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Abstract
This paper proposes using structured informal
argumentation to assist with determining whether the
security requirements for a system satisfy the security
goals, and whether an eventual realized system can
satisfy the security requirements. We call these
arguments 'satisfaction arguments', and propose a
systematic approach for their construction. A
satisfaction argument is typically probabilistic and
unique to the system in its context. We use the argument
form proposed by Toulmin for evidence-based
argumentation, consisting of claims, grounds, warrants,
and rebuttals. Building on our earlier work on trust
assumptions and security requirements, we show how
using satisfaction arguments assists both in locating
inconsistencies between security requirements and their
respective goals, and in exposing tacit or inconsistent
assumptions about the properties of domains and their
possible effects on the eventual security of a system.

1. Introduction
Security is a wicked problem [7]. Wicked problems
are not amenable to cookbook methods or analysis,
because each is unique. There is no perfect solution to
security problems – security implementations require a
tradeoff between cost and effectiveness. Some assets are
not worth protecting, acceptable solutions vary from
stakeholder to stakeholder, and the solution space is
bounded by what the customer is willing to spend and
what technology can provide.
Security requirements therefore pose a particularly
challenging problem to the requirements engineer. In
previous work [18], we, and others [14], have argued
that security requirements may be usefully described as
constraints on the functions of a system. They denote
operationalized security goals, permitting them to be
considered along with other functional requirements.
One begins by eliciting security goals for assets that are
involved in some way with the system. Then for each
function of the system, the analyst determines which
assets are involved in that function. The analyst then

determines the constraints on that function required in
order to satisfy the goal(s).
A key validation step for such a process is the ability
to show that the proposed security goals adequately
express what is needed by the stakeholders, the
proposed security requirements adequately satisfy the
goals, and the system adequately satisfies the security
requirements.
This paper proposes the use of structured informal
argumentation to convince a reader that a system can
respect the security goals laid upon it. We are partly
motivated by evidence that suggests that argumentative
approaches can provide useful solutions to wicked
problems [3]. The paper proposes a structure for
construction of satisfaction arguments for security
requirements, using Toulmin-style reasoning [26, 27], in
the form of claim and rebuttal. Building on our earlier
work on trust assumptions [10] and security
requirements [18], we show how using satisfaction
arguments assists both in locating inconsistencies
between security requirements and their respective
goals, and in exposing tacit or inconsistent assumptions
about the properties of domains and their possible
effects on the eventual security of a system.
The paper is structured as follows. In Section 2 we
elaborate on the motivation for our work, drawing upon
related contributions from the areas of design rationale,
safety cases, and domain analysis. Section 3 summarizes
our approach to problem analysis and introduces
Toulmin arguments upon which we base the work
presented in this paper. Section 4 shows how Toulmin
arguments are used to construct satisfaction arguments,
when reasoning from security goals to security
constraints to problem context diagrams. Section 5
presents a discussion and evaluation, including an
examination of an i* security case study published in
[17]. Finally, Section 6 concludes the paper and
discusses directions for future work.

2. Motivation and Background
Our work is related to, and builds upon, research on
design rationale and argument capture, on safety

requirements analysis, and more generally on ideas
behind problem domain analysis [21,8].
2.1 Design rationale and argument capture
Design rationale is principally concerned with
capturing how one arrived at a decision, alternate
decisions, or the parameters that went into making the
decision [16]. For example, Buckingham Shum [4]
focuses on how rationale (arguments) are visualized,
especially in collaborative environments. Potts and
Bruns [22], and later Burge and Brown [5], discuss
capturing how decisions were made, which decisions
were rejected or accepted, and the reasons behind these
actions. Mylopoulos et al [19] present a way to
represent formally knowledge that was captured in some
way, without focusing on the outcome of any decisions.
Ramesh and Dhar [23] describe a system for “capturing
history in the upstream part of the life cycle.” Fischer et
al [9] suggest that the explicit process of argumentation
can itself feed into and benefit design. Finkelstein and
Fuks [8] suggest that the development of specifications
by multiple stakeholders, who hold disparate views,
may be achieved through an explicit dialogue that
captures speech acts, such as assertions, questions,
denials, challenges, etc. The representation of the
dialogue is then a rationale for the specifications
constructed. The common element in all of the above
work is the capture over time of the thoughts and
reasons behind decisions. Whether the decisions satisfy
the needs is not the primary question.
When analyzing security requirements, the ultimate
goal is to convince a reader that the decisions made
satisfy the goals and that nothing is left out that could
result in the goals not being satisfied. The process used
to arrive at the decisions is relevant only as it relates to
completeness. Questions of process and optimality are
not brought into the discussion. Of course, we are not
saying that there is no use in having the history that lead
to the final arguments; this history will certainly be
useful if the arguments fail to convince the reader or if
the situation changes.
2.2 Safety cases
Kelly [13] argues that “a safety case should
communicate a clear, comprehensive and defensible
argument that a system is acceptably safe to operate in a
particular context.” He goes on to show the importance
of the distinction between argument and evidence. An
argument calls upon appropriate evidence to convince a
reader that the argument holds. Attwood and Kelly use
the same principles in [2], where they take the position
that argument forms a bridge between requirements and
specification, permitting capture of sufficient
information to realize rich traceability.
A similar situation exists with regard to security
requirements. Combining the two ideas, argument for
safety cases and using arguments for traceability, we
paraphrase Kelly’s quote presented above as: “a security
satisfaction argument should communicate a clear,

comprehensive and defensible argument that a system is
secure enough to operate in its context.”
The techniques proposed by Kelly are not usable for
security without modification, primarily because the
techniques are focused around objective evidence,
component failure, and accident, rather than subjective
reasoning and malicious intent.
2.3 Problem domain analysis
Zave and Jackson in [28], and Jackson in [12], argue
that one should construct a correctness argument for a
system, where the argument is based on known and
desired properties of the domains involved in the
problem. To quote Jackson, “Your [correctness]
argument must convince yourself and your customer
that your proposed machine will ensure that the
requirement is satisfied in the problem domain.” This
position is similar to Kelly’s. However, Kelly extends
the argument to cover not only the machine (in the
Jackson sense), but all the behavior of all the
components in the system.
A similar situation exists with regard to security
requirements. Two significant distinctions must be
made, however. The first is that it is very difficult to talk
about correctness when discussing security. One can
convince the reader that the proposed system meets the
needs, but it is far more difficult to prove that the
system is correct. The distinction between convince and
prove (or show) is important. It is not possible to prove
the negative – that violation of security goals do not
exist – but one can be convincing that all reasonable
outcomes have been addressed. We propose using
argumentation to show that in reasonable cases, security
goals are satisfied.

3. Argumentation Driven Problem Analysis
We use an approximation of Jackson’s problem
frames diagrams [12] to represent the system context for
a given system function. We do not attempt to identify a
particular problem class, but instead enter phenomena
and requirements into a system context diagram.
We take this approach because we are not attempting
to analyze the wider development problem. We are
instead looking at the interaction between domains from
a security perspective, which requires us to determine
which domains can trigger or see which phenomena.
Figure 1 presents an example diagram, showing the
domains involved in a simple room alarm system. As
noted above, the diagram is not intended to conform to a
known problem class, but it does show the requirement
(the function), the constrained domain(s), the inputs,
and the phenomena shared between the domains: the
domains that are involved in the system within which
the machine operates to realize the necessary function.
Our earlier work extended the problem frames
approach with trust assumptions [10], which are claims
about the behavior or the membership of domains
included in the system, where the claims are made in

Phenomena
Label

Alarm Siren
(Causal domain, e.g. a
device)
C

a

e
Machine
(the domain that
causes the
requirements to
be satisfied)

Sound alarm for
30 seconds when
person enters room

d

b
c

Motion
Sensor
C
a: AS!alarm sounds
b: P!enters_in_range_of_sensor
c: PE!presentInfraredSignature

Person
(Biddable domain: one
that can be asked to
perform actions, not
B
required to.)
d: MS!objectDetected
e: MA!turnOnAlarm
MA!turnOffAlarm

Phenomena at
labels

Figure 1 – Example Problem Diagram
order to satisfy a security requirement. These claims
represent an analyst’s trust that the domains will be as
described. Trust assumptions should be substantiated by
evidence or experience, but in the end they are the
analyst’s opinion and therefore assumed to be true. Said
another way, the analyst trusts the assumption to be true
in order to satisfy some security requirement.
Our work revealed the need to adopt a more
structured approach to security satisfaction arguments,
and this paper explores one such approach. The
approaches is based on the work of Toulmin [25], one of
the earliest advocates and developers of a formal
structure for human reasoning. Toulmin style arguments
appeared to be well suited for our purpose, since they
allow us to capture where trust assumptions are needed,
and where the analyst’s reasoning about security is
weak.
Toulmin et al [27] describe arguments as consisting
of:
1. Claims, specifying the end point of the argument, or
what one wishes to convince the world of.
2. Grounds, providing any underlying support for the
argument, such as evidence, facts, common
knowledge, etc.. Grounds are expected to be
accepted; if they are not then they are themselves
claims that must be argued separately before being
used.
3. Warrants, connecting and establishing relevancy
between the grounds and the claims. A warrant
explains how the grounds are related to the claim,
not the validity of the grounds themselves.
4. Backing, establishing that the warrants are
themselves trustworthy. These are, in effect,
grounds for believing the warrants.
5. Modal qualifiers, establishing within the context of
the argument the reliability or strength of the
connections between warrants, grounds, and claims.

6.

Rebuttals, describing what might invalidate any of
the grounds, warrants, or backing, thus invalidating
the support for the claim.
Toulmin et al summarize the above as follows [27;
pg 27]: “The claims involved in real-life arguments are,
accordingly, well founded only if sufficient grounds of
an appropriate and relevant kind can be offered in their
support. These grounds must be connected to the claims
by reliable, applicable, warrants, which are capable in
turn of being justified by appeal to sufficient backing of
the relevant kind. And the entire structure of argument
put together out of these elements must be capable of
being recognized as having this or that kind and degree
of certainty or probability as being dependent for its
reliability on the absence of certain particular
extraordinary, exceptional, or otherwise rebutting
circumstances.”
As noted above, grounds can be claims in some
other argument. The same can be said for warrants,
although it is more usual to use backing to justify a
warrant.
Toulmin et al propose a diagram for arguments,
shown in Figure 2. Figure 3 presents a worked out
example from [27; pg 87, Figure 7-1]: “The weather
will be clearing and cooler by tomorrow morning.” This
sentence is a claim, and is argued as shown in the figure.
The notion of ‘claim’ is central to the work described
in this paper. To ground the idea in Jackson’s problem
analysis, system requirements are optative statements
(statements about what we wish to be true) and therefore
claims that should be argued (and in fact Jackson refers
to such arguments as correctness arguments). For
example, the optative statement “the system shall do X”
states a claim that given the conditions described in the
problem, the system will do X. This claim can be
disputed and argued.
Indicative statements (statements that are
“objectively true” [12]) are both grounds used to justify
the claims made by optative statements, and claims in
their own right that a reader is asked to accept, with or
without justification. This paper proposes that indicative
statements must be argued as carefully as optative ones.
Backing

Warrants

Grounds

Modal
Qualifier

Claim

Rebuttal

Figure 2 – Generic Toulmin-form argument

Backing
The accumulated experience of meteorologists in the North
Temperate Zone indicates that
Warrant
in these latitudes, passage of a cold front is normally followed
after a few hours by clearing, cooler weather
Claim

Grounds
This evening the wind has veered around
from SW toward NW; the rain has nearly
stopped; there are local breaks in the
clouds; all signs indicating passage of a
cold front.

Modal
Qualifer
so

it will be clearing
and cooler in the
morning

chances are

Rebuttal
unless some unusually
complex frontal system
is involved

Figure 3 – Example argument for ‘weather’
A final note: in this paper, we usually omit the
backing in the interests of space, when it is obvious.

4. From Goals to Constraints to Domains
Recall the goal of our work: to construct convincing
satisfaction arguments that a system can meet its
security goals. The reader may note the use of the word
can, instead of the word will. We use the phrase can
meet … instead of will meet … because we are working
in problem space, not solution space. We do not know if
the eventual design will respect the specifications and
constraints levied upon it, nor if it will introduce
unintended vulnerabilities.
To construct security satisfaction arguments, one
must have security requirements to be satisfied. We
noted in Section 1 that there are two principal steps
involved in determining the security requirements for a
system: enumerating the security goals (which assets are
to be protected, and why), then determining the

constraints to apply to the system functions to satisfy the
goals. When following these steps, the analyst is
implicitly making several claims. One set of claims
relates to the derivation of the constraints from the
security goals: that a function that correctly realizes the
constraints will satisfy the goals from which they were
derived. The second set of claims relate to the function
itself: that the collection of domains (including the
machine as it will be) can respect the constraints. The
analyst must be able to construct arguments that justify
these claims.
This section uses a running example to illustrate
construction of security satisfaction arguments.

4.1. Running Example
A simple two-function human resources application
will be used in this section to illustrate our uses of
argumentation. The first function is retrieval of data,
and the second is backup. There are two security goals:
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Figure 4 – HR data retrieval problem
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Figure 5 – Example backup problem
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Figure 6 – Arguments that constraints satisfy goals
1) the data is confidential; and 2) data must not be
unavailable for more than 24 hours. Figure 4 shows the
first problem, and Figure 5 the second. The functional
constraints that have been derived from these goals,
backed by the arguments in Figure 6, are:
•

The data must only be provided to HR staff, (see
Figure 4): this satisfies Goal 1.

•

The data must only be backed up by
administrators (see Figure 5): this satisfies Goal
2

4.2. Goals Satisfied by Constraint(s)
In this first case, the claim being made is that the
security goals are satisfied by the constraints. This is a
cross-function claim; it is not sufficient to show that the
constraints on individual functions each independently
satisfy the associated goals; one must also show that
there are no inconsistencies across functions.
We see the following claims in our example: 1) In
Figure 4, the constraint “Only to HR staff” is sufficient
to maintain confidentiality, and in Figure 5, the
constraint “Only by Admins” is also sufficient. See
Figure 6 for plausible arguments.
Users
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Figure 7 – Corrected ‘backup’ problem diagram

The rebuttal to the “only HR staff” argument should
generate concern. Clearly one does not want this
situation to occur. Some assistance will come later,
when the constraints themselves are examined.
Additional assurance that this state will not occur
requires discussion of policies about such topics as
delegation, transfer, and termination, all of which are
beyond the scope of this paper.
We now must argue whether or not the constraints
are consistent. A set of constraints is consistent if they
have the equivalent effects; one does not permit what
another forbids. In our example, it is readily apparent
that the constraints are not consistent. The constraint in
Figure 4 restricts visibility to HR staff, where the
constraint in Figure 5 permits administrators to see the
data. Either ‘adminstrators’ must be added to Figure 4
or administrators must be forbidden from seeing the
data on the media in Figure 5. We choose the second,
adding another constraint to Figure 5: Admins cannot
view info on media. This corrected diagram is shown in
Figure 7. We must now revisit the argument that
claimed that the constraints could be met. To save
space, we do not do so here, as the argument is
unchanged.
It is not always so obvious that constraints are not
consistent. For example, confidentiality constraints
could easily clash with legally mandated access to
information. Availability constraints could clash with
integrity constraints; e.g., the need to take internally
consistent backups of a running system. Determining
inconsistencies requires careful thought about who is
doing what function to what information, and why.
A full treatment of techniques to handle
inconsistency is outside the scope of this paper [21, 25],
however, in some cases constraints must be weakened.
In our example, we chose to maintain the constraint in
Figure 4, while adding a new constraint to Figure 5. We
could also have chosen to weaken the constraint in
Figure 4 to include ‘HR staff and administrators’, in
which case we would need to consider whether we must
also weaken the constraint in Figure 5. In any event, we
would be required to re-argue the case that the
constraints satisfy the security goals.

4.3. Problem Respects Constraints
We now move on to the second phase, verifying that
the constraints can be respected by the problem as
described. To accomplish this, we construct a
satisfaction argument. The claim being made is as stated
above: the constraints can be respected.
The satisfaction argument is constructed by using a
two-layer argument. The first layer examines each
domain in the problem, arguing that the domain respects
the constraints. The second layer is a composition of the
resulting arguments; arguing that because all domains
respect the constraints, the problem as a whole does so
as well.
We begin with Figure 4: the HR problem. There are
three domains in the problem: the biddable domain
‘users’, the lexical domain ‘HR data’, and the machine.
Beginning with the ‘users’, we attempt to construct the
argument. The results are shown in Figure 8.
The attempt to construct the argument exposes a
major problem. We have no way, given what we see in
the problem diagram, to know if a ‘user’ is a member of
HR staff, so we cannot construct a plausible argument.
At this point, we have (at least) three choices:
1. Introduce some physical restriction, such as a
guard, to ensure that the membership of the domain
‘users’ is restricted to the set of appropriate people.
2. Introduce phenomena into the system permitting
authentication and authorization of a ‘user’.
3. Introduce a trust assumption (TA) stating that we
assert that the membership of ‘users’ is limited to
HR staff, even though no information is available to
support the assertion.
We choose option 2. The resulting problem diagram is
shown in Figure 10. We now require the user to supply
some sort of credentials along with the request for
information. These credentials are passed to some
external authentication and authorization engine, which
answers yes or no. If the answer is yes, then the machine
responds to the user with the data; otherwise, the data is

How do we know
this?

The ‘users’
domain
consists of
HR staff

the ‘users’
domain
respects the
constraint.

except
what?

???

Figure 8 – Initial argument for ‘users’ domain
refused.
We must now construct the satisfaction argument for
the new ‘users’ domain. To jump ahead, the argument
will fail, because we are unable to assure ourselves with
the information we have in hand that someone who has
HR staff credentials is actually a member of HR staff.
We solve this problem by introducing two trust
assumptions into the argument. Figure 9 shows the
resulting argument. If the trust assumptions shown in
Figure 9 are deemed too risky, then additional analysis
must be performed to verify how credentials are
administered, and why social engineering attacks will
not work in this case.
We must now construct similar arguments for each
of the three remaining domains. Rather than discuss
each domain individually, Figure 11 presents the
resulting three arguments.
The final step in the process is constructing the
argument for the problem as a whole. The claim being
argued is ‘The described problem respects the
constraints’. The grounds are the claims of the
individual arguments. The warrant must show that these
claims are internally consistent, and any rebuttal must
be acceptable. In this example, the argument is

TA: Admins only give HR staff member
credentials to HR staff members

Users
B
a

Only users with valid credentials
will succeed at accessing data.

Users have
valid HR staff
credentials

except
when

the ‘users’
domain
respects the
constraint.

HR Data
Machine &
Display
b
c

Authentication &
authorization data

C

a user exposes credentials to a malicious
third party. TA: the probability of this
occurring is sufficiently small, permitting us to
ignore the possibility.

Figure 9 – Revised ‘users’ domain argument
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X
c: M!isAuthorized?(credentials)
AA!isOK(Boolean)

Figure 10 – New HR staff problem diagram

straightforward, and, in the interest of brevity, is not
shown in this paper.
Once we have successfully argued that all of the
domains in the problem respect the constraints, it
remains to verify that any rebuttal in the original
‘constraints satisfy goals’ argument (Figure 6, left side)
has been accounted for. There was one such rebuttal,
“HR people are misidentified”. This rebuttal is clearly
covered by the arguments for each domain. If it were
not so clear, then a last argument would need to be
constructed around the claim ‘HR people are not
misidentified’. This claim would then be argued like the
others, including the possible addition of trust
assumptions.
Again, for brevity, we do not present diagrams of the
arguments for the backup problem. The arguments show
that in order to respect the confidentiality constraint, the
information on the media should be encrypted to
prevent Admins from viewing it while stored on the
media.

HR database is contained
within and managed by the
HR machine.

HR database
is secure

HR Data

HR Data
respects the
constraint

Except if

HR machine permits
unauthorized logon. TA:
machine is well managed.
TA: A&A data is correctly
administered.
TA: policies for validity of credentials
are correct and respected

A&A machine
gives correct
answers

Except if

Authentication
& Authorization

A&A machine
respects the
constraint

A&A machine permits unauthorized
creation of credentials. TA: machine
is well managed.

5. Discussion and Evaluation
We now examine some of the issues arising from our
work, which we discuss in order to evaluate our
approach.

5.1. Finding Rebuttals, Grounds, and Warrants
One question that arises is “how does the analyst find
rebuttals, grounds, and warrants?” Unfortunately, and
because we are dealing with a wicked problem, we
cannot propose a recipe. It is worthwhile to recall,
however, that grounds are indicative statements in the
context of the argument, while claims are optative
statements in the same context.
The method we propose is for the analyst first to choose
which claim is being argued, and then gather the
grounds that are pertinent to the claim. The analyst then
asks him- or herself the question “what can prevent this
claim from being true?”, making a list of the results.
This raw list is the initial set of rebuttals. Experience
suggests that many, if not most, of the rebuttals will
disappear through the application of warrants to the
grounds, but some will not. In some cases the warrants
will not be strong enough, and trust assumptions will be
added to fill in the gaps. In other cases, a trust
assumption will be inserted into the rebuttal stating that
the event(s) described in the rebuttal are not to be
considered. A third alternative is to increase the scope
of the analysis to better determine the system’s
behavior.

5.2. Problem vs Solution Space
A reasonable objection to argumentation as described
in this paper is that we are designing the system in order
to determine its requirements. To some extent, this is

TA: HR machine does not store HR
data in unprotected persistent store.

HR machine
does not permit
visibility of HR
data

Except if

HR Machine

HR machine
respects the
constraint

HR machine open to virus
takeovers. TA: machine is well
managed.

Figure 11 - Remaining Arguments
true; the domains included in the system are iteratively
being more finely described.
However, we argue that the part of the system being
constructed is the machine, and we are not designing
that. By applying an iterative process that interleaves
requirements and design [20], we are specifying the
environment (or context) that the machine lives within.
These specifications include additional domains that
need to exist (perhaps inside the machine), and
additional phenomena required to make use of the
additional domains.

Having information 24 hours late
will not create a health crisis

Jamming

Information in PDA is never
more than 24 hours old

All medical
instructions
refreshed daily

PDA has
timely info

Except if

1. Jamming never stops. TA: Jamming will be
detected by some mechanism, and then
blocked at source.
2. Jamming always occurs during updates.
TA: Same as #1.
3. Jamming modifies data. TA: data will be
checked using a sufficiently strong hash,
ensuring the probability of change is very low.

Figure 12 – Diagram from [17], unmodified

Figure 13 – ‘Jamming’ with trust assumptions

5.3. Applicability to other RE Frameworks
5.4. Goal Hierarchies and Arguments
Another issue is that our security arguments are
closely tied to Jackson problem analysis. Our position is
that the principle of arguing security applies to any
framework or method that makes identifiable claims. To
demonstrate, we look at security claims made in a recent
paper using i* [17]. In it Liu et al identify threats such
as “theft of permission”, “deliberate disclosure”,
“wiretapping”, and “jamming” (amongst others), along
with the countermeasures (respectively) “user
authentication
mechanism”,
“require
user
authorization”, “use encryption”, and “use high
efficiency network”. Figure 12 (copied without
modification from [17]) shows these relationships.
In effect, Liu et al are making the claim that the
countermeasures
negate
the
threats.
Each
countermeasure is a separate claim. Applying our
argument structure, we discover that there are no
grounds supplied that support the claims, other than the
intuitive ones implied by the name. It is easy to generate
'rebuttals', such as “the administrator could sell
authentication information”, “authorization can be
forged”, etc.
Figure
14
presents
arguments
for
two
countermeasures, “Jamming” and “Auto-Recovery
Mechanism,” where the arguments make plausible
assumptions about what was behind what Liu et al wrote
in [17]. We see from these arguments that there are
several significant and important rebuttals. In addition,
the warrants are not clear, and should therefore have
backing (which was not supplied in [17], probably for
space reasons).
In the end, one would almost certainly add trust
assumptions to negate some of the rebuttals; one
possibility would be ‘jamming will be detected by as-ofyet undersigned mechanisms, so continuous and
periodic jamming are not a major a concern’. Figure 13
presents just such an argument.

It is reasonable to ask, “What is the difference
between a goal hierarchy and the argumentation
proposed in this paper?” After all, if a parent goal can
be considered a to be claim, then child goals (sub-goals)
support that claim.
We postulate that one should ‘argue’ that the child
goals do indeed support the parent. Taking the position
that the child goals are ‘grounds’, then the warrants that
connect and justify the grounds to the claim should be
provided. Doing so may help show correctness. Adding
the rebuttals may assist in showing completeness.
One must also consider terminal goals. KAOS ([15]
and many others) separates such goals into two
categories: requirements, goals to be discharged by the
software to be; and assumptions, goals discharged by
Information in PDA is never
more than 24 hours old

All medical
instructions
refreshed daily

Jamming

PDA has
timely info

Except if

1. Jamming never stops.
2. Jamming always occurs during updates.
3. Jamming modifies data.

Automatic detection before
transmission permits avoidance
of sending incorrect information.

Information is
automatically
recovered

Auto-Recovery
Mechanism

Except if

1. Non- or late-detected alteration.
2. Alteration prevents distribution of data.

Figure 14 – Arguments for example in [17]

PDA has
timely info

other actors in the environment. Requirements goals
should be argued to show possibility; that circumstances
can be envisaged where the software can discharge the
goals in a secure fashion. Assumption goals should be
argued for plausibility; that it is reasonable to make the
assumption, and that any circumstances where the
assumption is invalid need not be taken into
consideration.
Therefore, structured argumentation can be used as
another tool to verify that the goal hierarchy accurately
reflects what is desired, and that the behavior implied by
the goals is consistent with the security goals of the
system.

6. Conclusions & Future Work
We have shown how satisfaction arguments, based
on the structured informal argumentation proposed by
Toulmin et al [27], facilitate ensuring that a system can
meet its security goals. The structure behind the
arguments, and in particular the insistence on the
rebuttal, assists in finding system-level vulnerabilities.
These vulnerabilities are removed either through
modification of the problem or through addition of trust
assumptions that explain why the vulnerability can be
discounted. Finally, we have shown how the satisfaction
arguments presented here can be used in other RE
frameworks to test implicit or explicit claims.
One area that we are actively looking at is tool
support for diagramming the arguments. One promising
candidate is Araucaria [24]. Other options include a tool
constructed around problem context diagrams. We have
already begun experimenting with adapting the
argument capture tool Compendium [1], for describing
and navigating through IBIS-style arguments [6]
Another area of focus is to combine the ideas from
this paper together with our earlier work on threat
descriptions [11]. The goal is to present a coherent
method to elicit security goals through the enumeration
of assets and the threats that they are subject to, and
then to link the resulting problem context diagrams
together to aid consistency checking.
Finally, we continue to examine industrial case
studies in order to test these ideas more thoroughly.
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